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BASF - Entwicklung von ,,Responsible Al* ab 2021

Ethical Considerations
Ensures alignment with ethical principles, legal
standards and societal norms.

Data Governance and Data Protection

Ensures the responsible handling of data, maintaining
quality, integrity and user privacy.

Ethical Use of Data

Data Quality and
Integrity

Data Protection
and Privacy

Accessibility and Inclusivity

Ensures user-friendliness for individuals with diverse
abilities or without extensive experience.

User Accessibility Mgll:”g:tal

Inclusive Design

Robustness, Safety and Functionality
Ensures handling of diverse scenarios without
compromising safety or reliability.

Reliability Adversalrllal Attack
Resilience

Explainability and Interpretability

Ensures output accuracy and the presentation in a
reliable and understandable manner.

Explainability Interpretability

Brand Cohesion and Identity

Ensures that generated content aligns seamlessly
with the established brand identity and presence.

Cross-channel User Engagement
Consistency and Interaction
Real-time
Responsiveness



BASF - Integrierte Prozesse und enge Zusammenarbeit mit Stakeholdern

Data Data
Protection Protection

Intellectual Digital Intellectual
Property Legal Property
Data & Al

Governance
Office

Cyber Cyber
Security Security

Worker‘s Worker‘s
Council Council




BASF — Drei Verteidigungslinien der Ki- Data & Al Governance & Risk
Governance Management Structures

Data & Al Governance Body
Bodies & Committees LoD Model Perform strategic steering, risk
appetite, set the governance
structure and RAI principles and
guidelines.

GenAl Solution Business Owner, 1st line of
Developer & User defense

. 1.5 line as transmission belt between 15tand 21 line' IESENIE] . D&AI Oversight .COrnmlttee _ _
O 9 : 45 fipe -+ Enforce D&AI principles, Operationalize RAI
. of defense strategy into actionable mitigation measures;
Data & Al Data & Al- : Data & Al Center of EXC?"ence . approves and oversees Al initiatives and
. Group Data & Al Office : projects

Governance Oversight | | | & r s e e e e
Body Committee : 2nd line of
O e e efense @ Croup Data & Al Office
Cybersecurity Support Assessment of Al solution's risk
..................................................................... ctn) e g, i Aslutan
Audit _ 3d line of inventory, escalate incidents to relevant
Committee Internal (and external) Audit defense . parties, consult Al projects on risk &

compliance.

Corporate Audit
Leads the internal audit function

4 1.The 1.5line aims to closely engage with Data & GenAl Experts as only they can quality assure certain applications




Governance entlang des Kl-Lebenszyklus
Einzelprozesse und Zustandigkeiten

Development/Implementation Testing & Deployment Adoption & Shutdown
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Governance entlang des Kl-Lebenszyklus
Uberblick

Functional experts Phase

Tools

VEREINFACHTE DARSTELLUNG

Phase 1.1 Phase 1.2 Phase 2 Phase 3
IDEATE DESIGN / PROC. @# BUILD GO LIVE RUN & ADAPT CLOSE

Use Case Risk Categorization Risk Assessment Risk Mitigation Residual Risk Monitoring
Idea for Detailed Al Use Al Use Case N Invqlve Stakeholder N Risk and KP! N Dec?sion.and prep. for
Al Use case Case Concept build/integr. & testing & Sign-off monitoring closing (if adaptation is
not possible)
A 4
Feasibility assessment Detailed Risk Risk mitigation o
(business, technology) Assessment verification (evidence) Prepare for Go Live incl. Ad-hoc
formal requiremer_lts, problem
v e.g. EU Conformity solving and
C€) Assessment/ CE adaptions if
Use Case Vendor screening and Identification of marking (if required) necessary
Risk Categorization selection incl. TPRM residual risks
| ‘ _
Decision: Risk Profile & Controls/ Residual Risk Profile GO LIVE Closing
Make or Buy Design Requirements

I

Workflow supported by Governance Tools




Governance entlang des Kl-Lebenszyklus
|deation-Phase — “Make or Buy”

VEREINFACHTE DARSTELLUNG

Phase 1.1
IDEATE

Use Case Risk Categorization

Phase

Idea for
Al Use case

\ 4

Feasibility assessment
(business, technology)

\ 4

Use Case
Risk Categorization

Functional experts

Decision:
Make or Buy

Tools



Governance entlang des Kl-Lebenszyklus
|deation-Phase — “Make or Buy”

B Abgestufte Risikoprufung
IDEATE

use case Risk Categorzation M [dentifikation der Risikoklasse nach KI-VO als zentrale Weichenstellung
idea for » Risikobasierter Ansatz der KI-VO & Compliance-Risiken, v.a. als Anbieter

Al Use case

» Implementierungsaufwand und -kosten im Hochrisiko-Bereich

rfasm'"w%55§Eg|me”f e Risikomanagementsystem (Art. 9 KI-VO)
(business, technology

e Daten-Governance (Art. 10 KI-VO) =
Use Case e Qualitatsmanagementsystem (Art. 17 KI-VO)
Risk Categorization
Decision: B Regel & Ausnahmen bei der Entscheidung “Make or Buy”

Make or Buy



Governance entlang des Kl-Lebenszyklus
|deation-Phase — “Make or Buy”

B Schnelle Entscheidungsfindung: Durch strukturierte Integration in
bestehende Prozesse konnen Entscheidungen wie ,Go/No-Go” oder
,Make-or-Buy“ zugig getroffen werden.

Use Case Risk Categonzation

|dea for

Al Use case B Informierte und risiko-bewusste Entscheidungen: Frihzeitige
Risikoanalyse und rechtliche Bewertung ermoglichen fundierte
(busmess, tecnoiogy) Entscheidungen, die Compliance und Unternehmenswerte
berucksichtigen
Use Case B Einfluss auf Make-or-Buy-Entscheidung: Governance liefert Input fur

Risk Categorization

B Kosten-Nutzen-Analysen und regulatorische Anforderungen, was zu
e nachhaltiger Kostenoptimierung und Risikominimierung fiihrt.



Governance entlang des Kl-Lebenszyklus

Functional experts Phase

Tools

VEREINFACHTE DARSTELLUNG

Phase 1.2 Phase 2 Phase 3
- DESIGN/PROC. J BUILD GO LIVE RUN & ADAPT CLOSE

e ] — v

B

Mates « B,

Risk Assessment Risk Mitigation Residual Risk Monitoring
Detailed Al Use Al Use Case N Invqlve Sﬁtakeholder N Risk and KP! N Dec?sion.and prep. for
Case Concept build/integr. & testing & Sign-o monitoring closing (if adaptation is
not possible)
Detailed Risk Risk mitigation o
Assessment verification (evidence) Prepare for Go Live incl. Ad-hoc
formal requirements, problem
e.g. EU Conformity solving and
@E Assessment/ CE adaptions if
Vendor screening and Identification of marking (if required) necessary
selection incl. TPRM residual risks
| v .
GO LIVE Closing

Risk Profile & Controls/
Design Requirements

Residual Risk Profile

I

Workflow supported by Governance Tools
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Governance entlang des Kl-Lebenszyklus
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Governance entlang des Kl-Lebenszyklus

Functional experts Phase

Tools

R ] -

e

Mates « B,

VEREINFACHTE DARSTELLUNG

Phase 1.2 Phase 2 Phase 3
DESIGN/PROC. J BUILD GO LIVE RUN & ADAPT CLOSE

Risk Profile & Controls/

Residual Risk Profile

Risk Assessment Risk Mitigation Residual Risk Monitoring
Detailed Al Use Al Use Case N Invqlve Stakeholder N Risk and KP! N Dec?sion.and prep. for
Case Concept build/integr. & testing & Sign-off monitoring closing (if adaptation is
not possible)
Detailed Risk Risk mitigation o
Assessment verification (evidence) Prepare for Go Live incl. Ad-hoc
formal requirements, problem
e.g. EU Conformity solving and
@E Assessment/ CE adaptions if
Vendor screening and Identification of marking (if required) necessary
selection incl. TPRM residual risks
| N Closi
GO LIVE osing

Design Requirements

I

Workflow supported by Governance Tools

N




Key Takeaways fur die Praxis

B Fruh entscheiden: Risikoklasse nach KI-VO und Rolle (Anbieter vs. Betreiber) klaren

B Fdr Hochrisiko-Use-Cases standardmafig ,,Buy” prufen; ,Make” nur bei aulergewohnlichem
Business Case

B Holistisches Fragebogen-Framework mit intelligenter Logik einfUhren
B KI-Gremium etablieren; klare Rolle des Use Case Owners verankern
B Vertrags-Playbooks und Supplierprifungen fur Buy-Falle standardisieren

B Vor Go-Live verbindliche Checkpoints; im Betrieb kontinuierliche Uberwachung und
Anderungsprozesse

B Friuhzeitige Schulung/Enablement aller Stakeholder
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Rechtsanwalt / Senior Associate
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Vielen Dank!
Luca Zangen
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